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00 nHpopManIMOHHOK 0€30MACHOCTH JeTel
HEJIb351
1. BceM moapsig cooOuiaTh CBOK YacTHYIO HHGOpMAaIHIO
(HacTosAmme uMs, GamMuiInio, TeiaedoH, aapec, HOMEp MIKOJIbI, @ TAKKE
dboTorpaduu cCBOM, CBOEH CEMbU U APY3€i);
2. OTKpBIBaTh BIOKEHHBIE (DaiJIbl AJIEKTPOHHOM MOYTHI, KOT/1a HE
3HACIIb OTIPABUTEIIS;
3. I'pyOuTh, NpuanpaThCsl, OKa3bIBaTh JABJIICHUE - BECTHU CEOsI
HEBEKJIMBO U arPECCUBHO;
4. He pacnopsixalicst J€HbraMu TBOEU CEMbU 0€3 pa3pelIeHUs CTapIINX
- BCErJa CIpallnuBan poaAUTEIICH;
5. He Bcrpeuwaiica ¢ MHTEpHET-3HAKOMBIMUA B PEaIbHOM KU3HU -
MTOCOBETYIUCS CO B3pOCIIBIM, KOTOPOMY JOBEPSEIIIb.
OCTOPOYKHO
1. He Bce mumyT mpaBay. YUutaemb o cebe HEmpaBAy B
HNutepHeTe - cooO1M 00 3TOM CBOUM POJUTEIISIM WJIA ONEKYHAM;
2. ITpurnamaroT nepenuchiBaThCs, UTPAaTh, 0OMEHUBATHCS - MPOBEPb,
HET JI TTOJBOXA;
3. He3zakonnoe konupoBaHue ¢aitioB B IHTepHETE - BOPOBCTBO;
4. Bcerma pacckaspiBaii B3pOCIBIM O IpoOJjieMax B CETH - OHHU
BCErJa MOMOTYT;
5. Wcnonp3yid HACTpOMKM OE30MAaCHOCTH M MHPUBATHOCTH, YTOOBI HE
MOTEPSITh CBOU AKKAYHTHI B COLICETSAX U JPYTUX MOpTAIAX.
MO’KHO
1. YBaxkai npyrux noJyib30BaTeicu;
2. llonp3yembca MHTEpHET-UCTOYHUKOM - J€JIail CChUIKY Ha HETO;
3. OTKpBIBaM TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OOpamatbcsl 3a MOMOIIBIO K B3POCIBIM - POJAUTENIN, ONMEKYHBI U
aIMUHUCTpPALMS CAalTOB BCET/a IOMOTYT;
5. Ilpoiinn oOyuyenune Ha caiite "CeTeBUUOK" M MOJYYH MACIOPT
U POBOro rpaxk;jaHruHal



NudpopmanmoHHasg MaMATKA JJIs1 00y4arOIIMXCS
st pasMeneHust Ha OPUIMAIBHBIX MHTEPHET-pPecypcax

C KaXIbpIM TOJI0OM MOJIOJEKU B UHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIKOJbHUKHI
OJHHU U3 CaMbIX aKTUBHBIX MOJIb30BaTeNen PyHera. Mexay Tem, mOMUMO
OTPOMHOT'O KOJIMYECTBA BO3MOXKHOCTEM, MHTEPHET HECET U MPOOIeMbl. DTa
IMaMsATKa JOJKHA IIOMOYb TeOe 0e30IMacHO HaXOAUThCS B CETH.

KOManOmeprle euUpyCol
KomMmnbroTepHbIit BUPYC - 3TO Pa3HOBUIHOCTHh KOMIIBIOTEPHBIX MIPOrpamM,
OTJIMYUTEIHLHON OCOOCHHOCTBbIO KOTOPOM SIBIISIETCA CIIOCOOHOCTH K
Pa3MHOKEHHIO. B TomoTHEHHE K 3TOMY, BUPYCHI MOTYT ITOBPEIUTh WU
MOJIHOCTBIO YHHYTOXUTh BcE (pailibl W JaHHBIC, MOIKOHTPOJIHHBIC
MOJIb30BATENI0, OT UMEHHM KOTOPOro Oblja 3amylleHa 3apa)KeHHas
mporpaMma, a Takyke MOBPEIUTh WIIH JIaXKe YHUYTOKUTH OIEePaIlOHHYIO
CUCTEMY CO BcemHu (aiilaMu B 11€JIOM. B OOJBIIMHCTBE CiIy4yacB
PacIpoCTPaHsIIOTCS BUPYCHI Yepe3 HHTEPHET.

Memoowt 3auumosl 0om 6pedOHOCHBIX RPOZPAMM:

1. WMcnonb3yii COBPEMEHHBIE OIEPALUOHHBIE CHCTEMBI,
UMEIOIINE CEPHE3HBIN YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX IPOTPaAMM;

2. IlocTossHHO ycTaHaBiuBail mautu (UMGpPOBBIEC 3aIIaTKH,
KOTOPbIE aBTOMAaTHYECKN YCTAHABJIMBAIOTCS C LEJIbIO JTOPA0OTKU
IpOTrpamMMbl) U JpyTrUe OOHOBJIECHHS CBOCH ONEPALIMOHHON CHCTEMBI.
CkaumBail UX TOJBKO ¢ oduImMaabHOro caita paspadorumka OC.
Ecnu cylecTByeT peskuM aBTOMAaTUYECKOr0 OOHOBJICHMS, BKJIIOYH €I0;

3. Pabotali Ha cBOEM KOMIIBIOTEpE MOJ MpaBamMu
MOJB30BATENA, a4 HE aJIMUHUCTPATOPA. DTO HE TO3BOJIUT
OOJIBIIIMHCTBY BPEJOHOCHBIX MPOrpaMM MHCTAJLIUPOBATHCS HA TBOEM
MEPCOHATLHOM KOMIIBIOTEPE;

4. Vctionb3yl aHTUBUPYCHBIC MPOTPAMMHBIE MPOTYKTHI
M3BECTHBIX IPOU3BOJAUTENCH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannyb GU3NYECKUN JOCTYIT K KOMIIBIOTEPY IS
MMOCTOPOHHUX JIWII;

6. Mcnonb3yil BHEIIHHWE HOCHUTEIM HH(pOpMAIMHU, TaKue Kak
(remika, TUCK Win (paia U3 UHTEPHETA, TOIBKO U3 MPOBEPEHHBIX
UCTOYHUKOB;

7. He oTkpbiBall KOMIIBIOTEPHBIEC (haKIIbI, TOJYYEHHBIE U3
HEHAJIC’)KHBIX UCTOYHUKOB. Jlaxke Te (aiisibl, KOTOPBIC MPUCTAT TBOU
3HaKOMBIH. JIydille yTOUHM Y HETO, OTIPABJISI JIU OH TeOE HX.



Cemu WI-FI

Wi-Fi - 310 He BWI TepenavydM JAaHHBIX, HE TEXHOJOTHS, a BCETO JIHIIb
openna, mapka. Emie B 1991 roay Huzaepsanjackas KOMITaHUS
3apeructpupoBaia opera "WECA", 4ro 0003Ha4aIo CIOBOCOYETAHHE
"Wireless Fidelity", koTopelii mepeBoAUTCS Kak '"OecrpoBOAHas TOUHOCTH'.
Jlo Hamiero BpemMeHU Joluia apyras a00peBuaTypa, KOTOpas SIBISETCS TaKoil
&Ke TexHojorue. I1o abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO AaHO C
HaMEKOM Ha CTaHJapT BhICcIIeH 3ByKoBou TexHuku Hi-Fi, uto B mepeBoze
O3HauvaeT "BhICOKAsi TOUHOCTH"./[a, OecIuiaTHBIM MHTEPHET-IOCTYIl B Kade,
OTENIAX U a’pOIopTax SBISETCS OTIMYHOM BO3MOXKHOCTBIO BBIXOJa B
uHTepHeT. Ho MHorue skcmeptsl cuuTaroT, 4to oduenoctynubie Wi-Fi cetn
HE SBJISIIOTCSI O€30MaCHBIMU.

Cosembl no 6ezonacnocmu pabomut 8 oo6wedocmynuvix cemsax Wi-fi.

1. He mepenaBaii CBOIO JUYHYIO HMH(OPMAILUIO 4Yepe3
oomemoctynubie Wi-Fi cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJUTH
NapoJIu JOCTYIIA, JOTMHBI U KaKKe-TO HOMEPa;

2. Wcnionp3yii U OOHOBIISII aHTHUBUPYCHBIE MPOTPaMMBbl U
Opanamayep. Tem camMbIM Thl 00€30IAacHIllb Ce0sl OT 3aKa4KH
BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuun Wi-Fi otkimtoun ynkuuio "OOmmi
nocTyn K ¢aiiiam u npuHtepaM’. JlaHHass QyHKIMS 3aKpbIiTa IO
YMOJTYaHUIO, OJHAKO HEKOTOPbBIC IMOJIb30BATEIN AKTUBUPYIOT €€ IS
yI00CTBa MCIIOJIb30BAHUS B pabOTE UK yUueoe;

4. He ucnonp3yii nmyonumunbii WI-FI gna mepemaum nmudaHbIX
JTAHHBIX, HAITPUMED JIJI BBIXOJ1a B COIMAIBHBIE CETH UJIU B
AJIEKTPOHHYIO MOYTY;

5. Wcnonb3yii TOJNBKO 3amuuieHHoe coeauHeHue uepe3 HTTPS,
a He HTTP, 1.e. npu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B MmoOminsHOM Tenedone otkinoun Gynkuuio "[loaxmouenue K
Wi-Fi aBromatnueckun". He pgomyckaii aBTOMaTH4eCKOTO
NOAKJIFOYEHHS yCTporcTBa K ceTam Wi-Fi 6e3 TBoero cornacusi.



Couuanvnvie cemu
CoumanbHBIC CETH aKTUBHO BXOJSAT B HAIlly >KM3Hb, MHOTHC JIIOOU
paboTaroT M KUBYT TaM MOCTOSHHO, a B Facebook yxke
3apPEruCTPUPOBAH MUJIJIUAP]T YEJIOBEK, UTO SBJISETCS OJHOM CEIbMOM
BCEX JKHUTEJeH IIaHeThl. MHOrMe MoJib30BaTeId HE MOHHUMAKOT, YTO
nH(popmanus, pa3MeIIeHHass UMH B COIMAIBHBIX CETSIX, MOXET OBITh
HalJIcHa M HUCIOJIb30BaHA KEM YrOJHO, B TOM YHCJIC HE
00s13aTeILHO ¢ OJaruMH HaMEPEHUSMHU.

OcnogHule cogembl no 6€30nNACHOCHU 6 COUUATBHBIX CEMAX:

1. Orpannyp CHHMCOK Apy3er. Y TeOs B JPy3biX HE JOIKHO
OBITH CIIyYailHBIX ¥ HE3HAKOMBIX JIIOJICH;

2. 3amuInan CBOK YACTHYHO XW3Hb. He ykaspiBalh maposu,
TeneoHbI, aApeca, JaTy TBOETO POXACHUS U APYTYIO JIMYHYIO
uH(popmannio. 3710yMBIIIICHHUKA MOTYT UCIIOJIb30BaTh JAXKe
MH(POpMAIIUIO O TOM, KaK Thl U TBOU POJUTENH TJIAHUPYETE MPOBECTH
KAHUKYJIbL;

3. 3amuiiad CBOKO PEMyTAUIO0 - JACPKH €€ B YHUCTOTE M
3a7aBail cebe BOmpocC: XOTea Obl Thl, YTOOBI JPYTHE I0JIb30BATEIIH
BHUJIEIW, YTO ThI 3arpyxaemis? [logymail, mpexie 4eM 4To-To
oy 0JINKOBaTh, HAUCATh U 3arPy3UTh;

4. Ecnma Tl TOBOpUIIG C JIFOJIBMHA, KOTOPBIX HE 3HACIIb, HE
UCIIOJIb3yH CBOE peajIbHOEC UMS U JPYTYIO JUYHYI HHQpOpMaIMM:
UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U MPOUEE;

5. N30eraii pazmenienus ¢pororpaduii B InTepHeTe, T1€ Th
M300paKE€H Ha MECTHOCTH, IO KOTOPOH MOKHO OIPEICIUTh TBOE
MECTOITOJIOKECHUE;

6. Ilpu peructpanuu B COLMAIBHON CETH HEOOXOIUMO
MCIIOJIb30BATh CIOXHBIC MapOJId, COCTOSIIUE U3 OYKB U LU U C
KOJIMYSCTBOM 3HAKOB HE MeHee §;

7. Jlnd conuanbHOM CETH, HMOYTHl U JAPYTUX CAUTOB
HEO00XO0JMMO HCIMOJIb30BaTh pasHble Mapoiu. Toraa eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MTOJTYYaT TOCTYH TOJIBKO K OJTHOMY
MECTY, @ HE BO BCE Cpazy.



InekmponHvle 0eHb2U
DJIEKTPOHHBIE ICHBIM - ATO OYE€Hb YJIOOHBIN CIOCOO MIATEKEH,
OJIHAKO CYIIIECTBYIOT MOILIICHHUKH, KOTOPbIC XOTAT MOJYUYUTh ITH
JIEHbI'H. DIIEKTPOHHBIE JICHBI'M MTOSBUIINCH COBCEM HETABHO U UMEHHO
M3-3a 3TOr0 BO MHOTHX rOCYJIapCTBax A0 CUX MOP HE MPOMKUCAHO PO
HUX B 3aKkoHax. B Poccum e oHU PYyHKIIMOHUPYIOT U O HUX YK€
IPONMCAHO B 3aKOHE, TJI€ UX PA3JEIAI0T Ha HECKOJIBKO BUJIOB -
AHOHHWMHBIE U HE aHOHUMHBIE. Pa3HUIIa B TOM, 4TO aHOHUMHBIC -
3TO T€, B KOTOPBIX pa3peniaeTcs MpPOBOJUTH Olepaluu 0e3
UJICHTU(UKAIIMK TI0Jb30BATENs, @ B HCAHOHUMHBIX UJICHTU(UKALIUS
MOJI30BATENS SIBIIIETCS 00s13aTeNbHOM. TakKe ClieayeT pas3inyarh
AJIEKTPOHHBIE (DHATHBIE JEHBI'M (PaBHBI TOCYJAPCTBEHHBIM BaJIOTaM)
U DJIEKTPOHHBIE HE(PUATHBIE JEHBIM (HE paBHBI TOCYAAPCTBEHHBIM
BaJIIOTaMm).

OcCHOBHBIE COBeTHI 10 0€30NaCHOI padoTe ¢ 3JIeKTPOHHBIMH
JNeHbIaMM:

1. IlpuBsku Kk cuery MOOWIBHBIA TeJledOH. DTO CaMbli
yAOOHBIA U OBICTPBIN CIOCOO BOCCTAHOBUTH IOCTYII K CUETY.
[IpuBsizaHHBIN TeaePOH MOMOXKET, €CIU 3a0yJellb CBOM IIaTECKHBIN
apoJib WKW 3aWJIElIb HA CAWUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. HUcnonws3yn omgHopas3oBbie maponu. [locne mepexona Ha
YCUJICHHYIO aBTOpHU3aIlUI0 TeOe yKe He OyJeT yrpoxkaTb OIacHOCTH
KpakKM WJIM IlepexBaTa IJIaTeKHOTO MapoJis;

3. Bei0bepu cnoxHbIi mapodib. [IpecTtynHukam OyaeT He MPOCTO
yrajaTh CJIOXKHbBIA napoJib. HaexxHbie mapoiau - 3TO NapoJiv, KOTOPHIE
cojiep)KaT HEe MEHee 8 3HAKOB U BKJIFOYAIOT B C€0s1 CTPOYHBIE U
PONMCHBIE OYKBBI, IUDPHl U HECKOJBKO CHMBOJIOB, TaKM€ KaK 3HaK
nojiapa, (pyHTa, BOCKJIMIATENbHBIN 3HaK U T.11. Hammpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE JJAHHBIC HA CalTaX, KOTOPHIM HE
JOBEpSICIIIb.



Inekmponnas nouma
DJIEKTPOHHAS MIOYTA - 3TO TEXHOJOTHUA U MPEIOCTABIISIEMbBIE €10 YCIYTH
IO HICPCCBUIKC M IIOJYUYCHHUIO IJJICKTPOHHLIX COO6III€HHI>1, KOTOPBIC
paclpeiensoTCs B KOMIOBIOTEPHOM ceTH. OOBIYHO 3JIEKTPOHHBIM
MOYTOBBIN SIMUK BBINVISIAAT CIHEAYIONIMM 00pa3oM:
UMsI_TI0JIb30BaTeNA(@uMsl_JoMeHa. Takxke KpoMme mepenayu
IMPOCTOT0 TCKCTA, UMCCTCA BO3MOKHOCTD IICPCAaBATH (baﬁJ'II)I.

Ocnognule coeemul no 6e30nacHoil padbome ¢ 31eKMPOHHOU ROUMOUL:

1. Hago BbIOpaTh MpaBUIbHBIM MOYTOBBIM cepBUC. B
MHTEPHETE €CTh OTPOMHBIN BBIOOP OECIJIATHBIX IMOYTOBBIX CEPBHUCOB,
OJIHAKO JIy4Ille JOBEPATh TEM, KOI'O 3HACIIb U KTO IEPBbIA B PEUTUHTE;

2. He yka3piBail B JUYHOW MOYTE JIMYHYIO HHPOPMALHIO.
Hanpumep, myumie BbIOpaTh "My3bIKaibHBINA (paHaT@" wnu
"pok2013" BmecTo "Temal3";

3. Mcnoap3yi ABYXATAIMHYIO aBTOPU3AIHAI0. ITO KOTr1a IIOMHUMO
NapoJid Hy’KHO BBOJIUTH KOJ, TPUCHUIAEMBIN 110 SMS;

4. BeiOepu CIIOKHBIN MapoJib. JIJIs KaX10ro MOYTOBOTO SIITUKA
JIOJKEH OBITh CBOM HAJIC)KHBIN, YCTONYMBBIN K B3JIOMY MapoJib;

5. Ecimi ecTh BO3MOXXHOCTH HAINKCATh CAMOMY CBOM JIMYHBIA
BOIIPOC, UCTIOJIB3YU 3Ty BO3MOKHOCTB;

6. Mcnonb3yld HECKOJIBKO TTOYTOBBIX AIIMKOB. IIepBbIM s
YaCTHOM MEPEINUCKU C aJipecaTaMu, KOTOPBIM Thl IOBEPACIIb. ITO
AJIEKTPOHHBIN aJIpeC HE HAJO0 UCIOJb30BaTh IPU PETUCTPALIMU HA
dbopymMax u caTax;

7. He oTkpbiBall (hailibl U APYTHUE BIOKEHUS B MUCbMaX, TaXKeE
€CJIM OHM TIPUIILUIM OT TBOUX ApYy3eul. JIydie yTouHH y HUX, OTHPABIISIIN
71 OHU TeOe ATU (Dailibl;

8. [Tociie okoHYaHMs PabOTHI HAa MOYTOBOM CEPBHCE IEpe
3aKpBITUEM BKJIQJIKU C CAUTOM He 3a0yb HaxxaTh Ha "Beiidtu".



Kubepoynnunez unu eupmyaibnoe u3zoeeameibCcmeo
KubepOymnuHr - mpecieloBaHUE COOOIICHHUSIMU, COJIepKallluMU
OCKOp6JI€HI/I$I, arpCCCur0, 3allyI'MBaHHUC, XYJIMI'AHCTBO, COLIMUAJIBHOC
OOMKOTHUPOBAHUE C MOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

Ocnoenuvle coeemul no 60pvde ¢ KudepoyIIUHZOM:

1. He Opocaiicsa B 60oi. Jlyuiunii crmoco0: mocoBeTOBAThCA KaK ce0s
BECTH U, €CJIM HET TOTO, K KOMY MOXXHO OOpaTUThCS, TO BHaUaJe
YCIIOKOUTHCS. ECM Thl HAUHENIh OTBEYATh OCKOPOJCHUSIMU Ha
OCKOpPOJIEHHUS, TO TOJIBKO €111€ OOJIbIIIe Pa30XkKKEeIIb KOH(PIUKT;

2. YpaBiisiii cBoeil KMOeppenyTaluei;

3. AHOHUMHOCTH B c€Th MHUMAasA. CylIeCTBYIOT CIIOCOOBI
BBIICHUTbD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cToUT BECTH XYJIUTAHCKUI 00pa3 BUPTyaIbHOM KU3HH.
NuTepner
(buKcUpyeT BCEe TBOM JCHCTBUA U COXpAHSICT UX. YIAJIUTh UX
OyzIeT KpailHe 3aTpyAHUTEIbHO;

5. Cob6nto/1ai1 CBOKO BUPTYAIBHYIO YECTh CMOJIOY;

6. Urnopupyii enuHu4HbIM HeraTUB. OIHOpPA30BBIE
OCKOpOHTEIbHBIE
COOOIIIeHU JIy4ullle UTHOPUPOBaTh. OOBIYHO arpeccus NpeKpanaeTcs Ha
HadyaJbHOM CTaJIUH,

7. ban arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHBIMU
COOOIIICHUSAMH, B COLIMATIBLHBIX CETSIX €CTh BO3MOXKHOCTH
OJIOKUPOBKH OTIIPABKHU COOOIIECHUIN C ONPEACIEHHBIX aJIPECOB;

8. Ecmu Thl cBuperenb kuOepOysimHra. TBow JEHCTBUA:
BBICTYIIUTH MPOTUB TIpeciieIoBaTeIs, MOKa3aTh €My, YTO €ro JeUCTBUS
OLICHUBAIOTCS HEraTUBHO, MOJJEp)KaTh >KEPTBY, KOTOPOH HYyKHa
MICUXOJIOTUYECKAs MTOMOIIlb, COOOIIUTH B3POCIBIM O (pakTe
arpecCUBHOIO MOBE/ICHUS B CETH.



Moounvnsiii meneghon

CoBpemeHHbIe CMapT(QOHBI U IUIAHIIETHI COAEpKaT B cede
BITOJTHE B3pOCHBIM (PYHKIIMOHAI, W TENepb OHU MOTYT
KOHKYpPHUPOBaTh CO CTallMOHAPHBIMU KoMmIbioTepamMu. OHAKO,
CPEJCTB 3allUThI JIJIsi MOJOOHBIX YCTPOMCTB IMOKa OYEHb MaJlo.
TecTupoBaHue M TOWCK YSA3BUMOCTEH B HUX MPOUCXOIUT HE TaK
MHTEeHCUBHO, Kak Jy1s [1K, To ke camoe kacaeTcs U MOOUITbHBIX
MIPUJIOKECHUH.

CoBpeMeHHbIE MOOUIIbHBIE Opay3epbl YK€ MPaKTUYECKHU
JOTHAJIM HACTOJIPHBIE aHAJIOTH, OJHAKO paciiupeHue (QpyHKIHOHAIa
BJICUYET 3a COOO0M OOJBIIYIO CIIOKHOCTh M MEHBIIIYO 3alIUIIICHHOCTb.
Jlaneko He Bce MPOU3BOIUTEIIN BBIMYCKaIOT 0OHOBJICHUS,
3aKPBIBAIOIIUE KPUTUYECKHUE YSI3BUMOCTH JIJIs CBOUX YCTPOMCTB.

OcHosnwvie cosemul 0141 6€30nACHOCHU MOOUNBLHO20 menehona:

Hudero He sBseTcs mo-HacTosIIeMy OecriaTHBIM. byab
OCTOPO’KEH, BEJlb KOTrAa Te0e MpeaiaratoT OecIuIaTHbIA KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KaKME-TO IUIATHBIC YCIIYTH;

Jymaii, mpexxae yeM otnpaBuTh SMS, dboto mnmm Buaeo. Thl
TOYHO 3HaEIIlb, I7Ie OHK OyAyT B KOHEUHOM HUTOTE?

Heo0xoanuMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO
cMapTdoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBbI J1J1S1 MOOMIIBHBIX
Tel1e(hOHOB;

He 3arpy>kaii IpuJIO’)KEHUST OT HEM3BECTHOI'O UCTOYHHUKA, BEJb OHU
MOTYT COJIep>KaTh BPEJIOHOCHOE MPOTrPaMMHOE 00ECIICYEHHUE;

[Tocime TOro Kak Thl BBIWJACIHIL C CalTa, TAC BBOAWI JUYHYIO
uH(popmalnio, 3aiiI1 B HACTPOUKHU Opay3epa 1 yaaiau cookies;

[Tepuoanyecku mpOBEPsAN, KAKUE IUIATHBIE YCIyTU
aKTUBUPOBAHbI Ha TBOEM HOMEDPE;

JlaBaii cBOIf HOMEp MOOMIBLHOTO TeJie(hOHA TOJIBKO JTIOJISAM,
KOTOPBIX ThI 3HACIIb U KOMY JOBEPSICIIb;

Bluetooth mommkeH OBITH BBIKIIIOUEH, KOT'/Aa Thl UM HE
nojb3yelibcsa. He 3a0biBaii ©HOT /1A IPOBEPSATH ATO.



Online uzpwi
CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHBIC, 3aXBaThIBAIOIIUE
pa3BICUCHUS, OOBEIUHSIONIME COTHHU THICSY YEJIOBEK MO BCEMY
MUpY.
HUrpoku uccienyroT AAaHHBIA UM MHUp, OOIIAIOTCA JPYT C APYIroM,
BBITIOJIHSIIOT 3aJIlaHUs, CPAXKAIOTCSI C MOHCTPAMHU W TOJyYarOT OIIBIT.
3a yZI0BOJILCTBUE OHHU IUIATAT: MOKYNAIOT JUCK, OIJIa4YMBAIOT
aOOHEMEHT W MPUOOPETAIOT KaKHUEe-TO OMIIUU.
Bce aTu cpencTBa uayT Ha OAAEPKAHUE U PA3BUTHUE UTPHI, a TAKXKE Ha
caMy O€30IacCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBI aBTOPHU3AIUHU,
BBIITYCKAIOTCSI HOBBbIE TMAaTuM (IU(QPOBBIE 3aIUIATKH JJISI IPOTPaMM),
3aKpBIBAIOTCS YA3BUMOCTH CEPBEPOB.
B mopoOHBIX HWrpax CTOUT OIAcaThbCsl HE CTOJBKO CBOMX
CONIEPHUKOB, CKOJIBKO KpPa)XKM TBOEr0 MapoJisi, HA KOTOPOM OCHOBaHa
CHUCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA UTD.

OcnogHbule cogemul no 6€30nNACHOCHIU MEOE20 UZPO6020 AKKAYHMA:

1. Eciin npyroil urpok BeAeT ce0s IUIOXO WM CO3/IaeT Tehe
HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. TloxanyWcs agMHUHHUCTPATOPAM WUIPbl HA INIOXOE MOBEICHUE
ATOr0 UTPOKA, KEJIATEIbHO MPUIO0XKUTh KAKUE-TO J0KA3aTeIbCTBA B
BUJIC CKPUHOB;

3. He yka3biBaii muuHy0 uHOpMaIKIo B podaisie Urphbl;

4. YBaxkau Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBiauBaii Heo(pUIIMaIbHbIE TATYU U MO/IBI;

6. Mcnoib3yil CI1OKHBIE U Pa3HBIE MAPOJIH;

7. Jlaxxe BO BpeMs WUIPBHl HE CTOUT OTKIOYATh AHTUBUPYC.
[Toka TbI Urpaciib, TBOW KOMIBIOTEP MOTYT 3aPa3HUTh.



Quuwiune unu Kpaxca TUUHbIX OAHHDBIX

OOBIYHOM Kpaked JeHer M JOKYMEHTOB CETOIHS YK€ HHUKOTO
HE yAWBUIIIb, HO C Pa3BUTHEM HHTEPHET-TEXHOJIOTHUU
3JIOYMBIIIUICHHUKHY TIEPEMECTHIINCh, B MHTEPHET, U MPOJOJIKAKOT
3aHUMAThCS "JTFOOMMBIM" JIEJIOM.

Tak mosiBUnach HOBask yrpo3a: MHTEPHET-MOIIICHHUYECTBA WITH
(UIIMHT, TJIaBHAS [EJIh KOTOPOTO COCTOUT B TOJYUYCHUH
KOH(UICHITMAJIbHBIX TaHHBIX II0Jh30BaTENICH - JIOTHHOB M IapoOJICH.
Ha anrnuiickom si3bike phishing untaercsa kak ¢uiusr (ot fishing -
pBhIOHAs JOBIIS, password -maposib).

Ocnoenvie coeemul no 60pvoe ¢ puwmunzom:

1. Cnenu 3a cBoMM akkayHTOM. Eciid Thl MO103peBACIIb, YTO TBOS
aHKeTa OblIa B3JI0MaHa, TO HEOOXOJMMO 3a0JOKHUPOBATh €€ U
COOOIINTH IMUHUCTPATOPAM pecypca 00 ITOM KaKk MOKHO CKOPEE;

2. Hcnonw3yit O6e3omacHble BEO-CaliThl, B TOM 4HCIIE,
WHTEPHET-MAra3uHOB U NTOUCKOBBIX CUCTEM;

3. cnionw3yil CHOKHBIE U pa3HbIe apoiau. TakuM oOpa3om, eciu
TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4YaT JOCTYI TOJBKO K
OJIHOMY TBOEMY NPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu T1ebs B3IOMalIM, TO HEOOXOAUMO MPEAYNPEAUTh BCEX
CBOUX 3HAKOMBIX, KOTOpbIE HOOABICHBI y TEOSA B APY3bSIX, O TOM,
yTO TEOs B3JIOMAJIM M, BO3MOXXHO, OT TBOEIO HMMEHHU OyJIeT
pacchlIaThCA CMaM U CChUIKU Ha (PUIIMHTOBBIE CANTHI;

5. YcranoBu HanexHbi naposb (PIN) Ha MoOUIbHBIN TenedOoH;

6. OTKJIIOYM COXpaHEHUE MapoJis B Opay3epe;

7. He oTkpsiBail (hailsibl U Ipyrue BIOKEHUS B MUChMAX, JAXKE
€CJIM OHU MPHUIIUIM OT TBOUX Jpy3el. JIydllle yTouyHU y HUX, OTIPABIISIIN
JI1 OHU TeOe ITU (paiiibl.



Hughposan penymauusn

[{udposas pemyTanus - 3T0 HETaTUBHAS WJIW MO3UTUBHAS
uHopmanus B cetu o Tedbe. Kommpomerupyronias uHdopmaus,
pa3MeleHHasi B MHTEPHETE, MOKET CEPbE3HBIM 00pa30M OTPa3UTHCS Ha
TBOEH peanbHOM xxu3Hu. "[{udpoBas penyranuga" - 3TO TBOM HMUIK,
KOTOpBIN popmupyetcsa 3 undpopMaium o Te0e B UHTEPHETE.

TBO€ MECTO KHUTEJIbCTBA, Yy4eObl, TBOE (PHHAHCOBOE
MOJIO’KEHHE, OCOOEHHOCTH XapaKTepa U paccKasbl 0 OJHU3KUX - BCE 3TO
HAKaIlJINBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCSITCS K ITy OJIUKAIINU
auyHor uHdopMaimu B IHTEpHETE, HE TOHMMAasi BO3MO>KHBIX
nocyieACTBUM. Thl 1ake HE CMOXKEb A0TaAaThCs O TOM, YTO
dboTtorpadus, pa3mMelieHHas 5 JeT Ha3al, cTajla MPUIYMHON OTKa3a
NPUHATH T€Os Ha padoTYy.

KoMmMeHTapuu, pasMerieHue TBoux dotorpaduii U apyrue
JIEUCTBUSI MOTYT HE HCUE3HYThb JIaK€ IOCJE TOTO, KaK Thl HMX
yaanuib. Thl HE 3HACIIb, KTO COXPAaHWI 3Ty HH(OpMAIWIO, ITOMaJIa JIh
OHa B MOWCKOBBIE CUCTEMBI U COXPaHWJIACh JIM OHA, a TJIABHOE: 4YTO
NOAYMAOT O TeOE OKpPYIKAIOUIUE JIFOJW, KOTOpble HAWMAYT W YBUJIAT
7T0. HailTu nHpopmanuio MHOTO JIET CIYCTS CMOXET JI0OOW - Kak
U3 J00pBIX MOOYXAEHUM, TaK U C HAMEPEHUEM PUUYUHUTH Bpea. ITO
MOYKET OBITh KTO YT'OJHO.

Ocnoenule cosemoul no 3augume YUPpPoeoll penymayuu:
1. Tlogymaii, ipexJie 4em 4To-TO MyOJIMKOBATh U MEPEAaBaTh y
ceOs B Oj10re MJIM B COIMAJILHOM CETH,
2. B Hactpoiikax npoduiisi ycTaHOBU OIpaHUYEHUS HA IPOCMOTP
TBOETO MPOMUIISL U €r0 COACPKUMOTO, ClIeNIail €ro TOJbKO "M apy3en”;
3. He pa3memaii 1 He ykaspiBail MH(OpMAIMIO, KOTOpas
MOKET KOT0-JTH00 OCKOPOJIATH WU OOMXKATh.



Aemopcxoe npaeo

COBpEMEHHBIE IIKOJBHUKU - AKTUBHBIE MOJIb30BATEIN
dpoBoro npoctpancTBa. OIHAKO JaJeKO HE BCE 3HAIOT, YTO
MOJIb30BAHKE MHOTUMH BO3MOKHOCTSIMU ITU(PPOBOTO MHUpa TpeOyeT
cOOJIIOICHUS TIPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun "UHTENIEKTYyanbHAs! COOCTBEHHOCTh'' OTHOCHUTCA K
Pa3IMYHBIM TBOPEHUSIM YEJIOBEYECKOT0 yMa, HAYMHAsA C HOBBIX
M300pEeTCHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTH Ha
OPOIYKThl U YCIYTH, W 3aKaHYMBasi KHUTaMH, QoTorpadusmu,
KUHO(QWIBMaMU Y MY3bIKQIbHBIMHA POU3BEICHUSIMH.

ABTOpPCKHE TTpaBa - 3TO MPaBa HA UHTEJUIEKTYaJIbHYIO
COOCTBEHHOCTb Ha ITPOU3BE/ICHUSI HAYKU, JUTEPATYpbl U HCKYCCTBA.
ABTOpPCKHME IIpaBa BBICTYNAIOT B KA4YECTBE TAPAHTHUU TOTO, YTO
MHTEIUICKTYaJbHBIN/TBOPUECKHI TPY1 aBTOpA HE OyJIeT HAlIPACHBIM,
JaCT €My CIpaBeJIMBbIC BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTarax
CBOETO Tpyda, MOJYUYUTh H3BECTHOCTh U MNpu3HaHue. Hukto 03
pas3pelIeHus aBTopa HE MOXKET BOCIIPOU3BOAUTH €TI0 MTPOU3BEACHHUE,
pacnpoCTpaHsATh, MyOJIUYHO JIE€MOHCTPUPOBATH, MPOJABATh,
UMIIOPTUPOBATH, MYCKaTh B MPOKAT, MyOJIWYHO HCIIOJHSITH,
MOKa3bIBaTh/UCIIOIHATL B d(upe uiau pa3Memars B MIHTepHeTe.

Hcnonb3oBaHue "MUpaTCKOro'" MporpaMMHOrO OOECIeUeHUs
MOXET MPUBECTU K MHOTUM PUCKaM: OT TOTEPU JTAHHBIX K TBOUM
aKKayHTaM JI0 OJIOKUPOBKH TBOETr0 YCTPOWCTBA, IJI€ YCTAaHOBJIEHA
HeJerajgbHas nporpaMmma. He cTout Takke 3a0bIBaTh, UTO CYILIECTBYIOT
JerajgbHble U OCCIJIATHBIE TPOTPAMMBI, KOTOPbIE MOKHO HAWTH B CETH.

O nopmane
CeTteBUYOK.p - TBOM TJIaBHBIA COBETYHMK B CETH. 3JI€Ch ThbI
MOEUIb y3HaTh O 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYITHBIM
S3BIKOM, & [P BO3HUKHOBEHHHN KPUTHUYECKON CUTyalMd OOpaTUTHCS
32 COBETOM. A TaKXe€ MNPHUHATh y4acTHE B KOHKypcax M CTaTh
caMbIM IU(POBBIM I'PaKTAHUHOM!



